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Abstract

Remote Desktop is one of the most popular method to access to the microsoft windows
server, which locate as Co-location in the Internet Data Center. But there is still a security problem
because a password can be hacked by Trojan infected PC or password can be sniffed via network or
even taking a random for password from Password Generator program. This paper presents the
completed security protection, even the password has been hacked or stolen, the hacker can not
access to the server via the remote desktop. Normally the port 3389 of Remote Desktop will be
closed, thus, any computer from the internet cannot be accessed. To get access permission, it must
be done with special requisition with the other password which access through the port 80 (port of
web server) that is always generally opened. Only single IP address can get the permission at the
time. This method of protection was never published anywhere yet. Result of using this method in
the most popular mobile web in Thailand for more than 2 years, there is no one can hack into the
system at all.
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H3 WaAN Network ... é,) FA1042013 9:52:59 Ak Unknown Udp packet was rejected on Local Area Connection (ho matched rule). Packet details:
HR WA MNetwork .. \i,J 741042013 35353 AM Unknown unknown [020026) packst was rejected on Local Area Connection [no matched wlg). F
H Local &rea Con.. j,) FA0/2013 9:54:05 AM Last message repeated 2 times

&) Local Area Con.. é,) FA104201 3 9:54:05 Ak Unknown Udp packet was rejected on Local Area Connection (ho matched rule). Packet details:
B Local Area Con... \i,J FA0/2013 9:54:05 A Unknown unknown [020026) packet was rejected on Local Area Connection [no matched ruile). F
_____ T Fues g,) FA0/20139:54:10 AM Last message repeated 2 times

_____ ﬁ Firewvall log ‘:'J FA042013 9:54:10 Ak Unknown Tep packet was rejected on Local Area Conmection [no matched rule). Packet details:
_____ j,J Infarmation \T,J FA0/2013 9:54:11 &AM Unknown unknown [020026) packet was rejected on Local Area Connection [no matched ruile). F
L)7A0/2013 9:54:13 AM Last message repeated 1 times
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é,) FA042013 9:54:17 Ak Unknown Top packet was rejected on Local Area Conmection (o matched rule]. Packet details:
\i,J FA0/2013 9:54:17 AM Unknown Udp packet was rejected on Local Area Connection (no matched rule). Packet details:

j,) FA02013 9:54:17 AWM Unknown unknown [020026) packet was rejected on Local Area Connection [no matched rule). F:
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