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ABSTRACT

This study Aims to research and develop identity verification using freeware.
For optimization of workflow systems, authentication systems.

This research is a research and software development. To be applied to the
management system to verify identity. The development process of the study
process, the performance of the verification system . To software development It is a
tool used for development . Program for the development of the Linux operating
system .

The results of research Such programs can be used to produce real target
audience is the personnel of the agency. This research has made evaluating its use
for system identification using freeware. Users have found that satisfaction with the

program was good .
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frmnaendelunisomsituszuuefetisasisuzuiniy e PN asgridhsia

1% o & ¥ a A A A v & [ s 5
LEJ']I’JLLagﬁnLU‘UG\@\?@JLﬂﬁ@ﬂm@ma’]uqﬁﬂﬂaﬂﬁﬁauaaﬂlnvLﬂ LsﬂugqiﬂLQﬁW@@ﬂLL‘U‘U@J']I@EJLQW']%

(%
a o 1

azgNAAAILILULAT DI VBN FULALE

Y

MR

196 NUAINITIRATANNUADANEABUVTIRUNT ATM) haza1u15aaaa15Uy
\A3BUNE5 S bR aena

v a v v '3 4 1 1 vV 1 Y]

Joids  : Aesltasalasianiglunisetu PIN luaiunsalgnusnessuunu
19 wag S1AWNg

q. miﬁqaﬁﬁ’mﬂﬂﬂw Password Authenticators %38 Tokens

Authenticator %38 Token wWusnsansitawildass swanudaldouudadls

(Dynamic Password) luvagimaudndszuuniedie i 2 35 Ae Falasdalavordelasia
a 6 a 'y} 1 =3 v} £ S

nsfigausnuwuudslasia wiseendu 2 Ussnnanudnuueuanisldau fe

nsigafinuwuudslasialasyusgfuaniunisel (Event-synchronous

Authentication) agl¥fensiasiingssuy §ldagdeina Token el Token @319

svias Ul niugldinsiaruiuanmasainne Token Tdaslunesy ieingssuy seuy
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winsnadeuiudiiinesieu Mvvakuildflegludinesats Feardusenlviglitng
JEUU

nsfigaiimuwuudslastalastuegiuim (Time-synchronous
Authentication) 1lABmsfias1ssiarinlaesinsimuntisszeznansldau Tagundud
saruazgniVABunn 9 wils wiit nmsadestaivesduluedieeies vilviunseds

v v Y 1 1

sarufiasosnunesssdfuiusiarkuiulreawudnld  Weylddenisdng
szuuildsiarulasafsianuimtugnasavuun (sWaruazgnas1atuanan Token)
adlunesy Walingseuy ssuulsinsnsaaeuakarsiaruidldldady Audsiaes
| Y e 1 ) ~ Y] o Ac ¢ a = a P v oy
PNaunldnssiunaIf Token @319 wardleglud@iniiesass Fduseulvigldidngssuy
Tof : Innuvasadeiinniinislinisdnsviadiu wuusssun lideddinsessiunisa waey
Mazdiadnllanunsassdinglaule

Y A £ 1 1 o Y 1 . [ [ =€ 1 |

Toide : Msldaugeennnimuudnsianiy wazAuthenticator 1Juingisiese
msayme uazn1sgnuluela

nsigalAInuuuuazdlasia viselsundnegns nile 91 Challenge-response

v 5 I3 o o v v 1 d” d' % 4:! = 2 <

gniawdy Wudduwsn 9 vessyuunsly sarudavdeunadls Fedieladndunis
Uestunisglanivaeadenan inseiliesnniudedlidensasidngssuy dldazdoninis
fowatlUdudsniaes ntwd@sniesiazds Challenge String gLy ieliildldasly
Token ¥§ld00ay NWu Token vzviinsAIMsar ueenuNVRlY {lddsanunsain
siasuiuldadurlesuiveitngssuula

97 : JANUUaAABLINNIINITIINITINTIERNIY WUUFITUA Lidadldinsasenu

¢ 2 ac o aAaa = ~ ~ v ac 1% a iz

nin wasluismstesiuningalleiSouiieuiuisnisldnsiigaisnulaeg
19 Password Authenticators %38 Tokens

doide : nsldugseinniuuuinsiianiu  Authenticator Wuingiadnesienis
aauvne wasmsgnuluelaldannsadesiud? asdindunlussuuld ez msldnudeudi
gaennI1IBNslE  sWaruBaUdsuwdasla (Dynamic Password) 358u

nsfigaimuuuuddlastarlaaduiundinefsdsfaiuivienliy  ud
wuvesdilasia laaludagsosfnnaidsinesnoy newasldsusianiuase vilinisiigad
shauuuverddasiadtuneuiidudeuniuuudsleia
5. msigainulagldanuazsianiznisdanmvasusazyana (Authentication
by Biometric traits)
anwassTInmuaawiaryaralludnyazamzuazasndeuwuuiulila 013

Wnldlunmsiigaddmuasiiuanuiweieldundugunisidaneinie @us dwen W
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du Fefimsthmeluladiinelunsfigaddou Wedfiuanulaeadenoudidssuy wu
mslmugiunisldsiamin lutuneuresnafuvdngiumaiinw andhegnswessuil 2
Tutuusnszutagyhnafunmwessiuinnyanadiie Token nmiavieaunivnisa anty
wthnwsiunilfinuenuesfiomdnuassiureudazyaraiieldlidfuyerady  ud
Auliidu Template @1 Template #ilsaggniuiinidunguagrvstaiuifiegluy Token
Min vidmnsnniavesaryana lutunouvesnisnsaaoundngiu fléfide Token
mMin  vioandnnda  azhdasurhueiossudrsuaruanausiulliieonfunm il
iposeutng sruAnavildnntnsudy Aazhlumnaue dduvasiieriunimsiui
wionfulild  AevihlUuenuesdiemdnuaswy  udnfumliidy  Template  uwazih

Template flilUnsiaaauiu Template MmAuliiiemnaua wazinyuailiunuiouiiay
fulmsaiunield dnssiufvanaingndednsdudldluausiendu Saeygnbididssuuls

q o

Y a

96l : dnuvaensdugaunszideuwuuiulaenn
Toide : szuvianududeugs dililasuanuieuiuegaunsvans uag Aldieg
6. Mangauinulagldsiarunldinesasaisd One-Time Password (OTP)

anWauTueranideslamniinainnsldsidanuiesdufend § fu OTP agvilwszuuy

QU <

D

fanuvasaduannIu msgsvianiuazgnildsuynasanouldgidngseuy
mMsvhauves  OTP  Aeleldieamsasidildseuy  gldasvinisfesveluds
@Saes NUw@TNesIzds Challenge String nausligly andugldavi Challenge

String wagsasuliogiudvesldiluduesianduudioanuniue Response {lifiay

v
dernunauludaudsvies @sHeiMInsIvdeuA Ll USs Ui uiuAi

A I ° % Ac ¢ 26 Yao ° = v o P =~ v oA )
W@5Ne5L9AuIle Tnen@saesnldisnisAmuameInuiug LY WialaAnnsaiu

Fsnneshazeensulilddigseuy

Y

Y a o A

fof : vihlimsnmseulugsianudululien
Tode : lavandenmisldon  wsedlddesdrsiariuvanedy uar  dgldan
sarulilel vise vinswanugayne Aldanunsadnldssuula
7. msgasnulagnisidrsvialagldnauaansisae (Public-key
cryptography)
Humsinwanulasnievesteyasewinimsdsiunedoiie sviledidenldiuey
Tutagiu ﬂ’1’iL“ﬁ’]iﬁﬂLL‘UU@j’iﬁaq@LLﬂﬁﬂgﬁﬂjﬂmﬂaaﬂﬁﬂuﬂﬂﬂjﬁﬂ’]'ﬁL%’]‘iﬁﬁ%ﬁ]MvaLL‘U‘Uﬁ‘ﬁ’ilIGY]

winldldvuneanuinnmsdisiauuugsianauatiasduisiunzaunianvedisnissna

MiluegiulssinniurausazasAnInIayAAa
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maihsalagldnaueasisue Useneulusengua 2 wia fidedldgiuanely
mMadhsauaznensiia Ao Nouaassaiy (Public Key) Wunauaiifadazdseenlulild
9u 9 nunsellaweld nauadni (Private Key) Wunauangasazivly Taglsidame
Taudus
nszUILuNTTeINSELUUA SN Tl
1. {lfurarauazaiagsianguavesiaesiun dWelddmiumadnisnonsia
2. nyIEsnsairazgnasoonlUdldaud o udnguadiusiazgriiuiinuies
3. iWloazdstayasenluvnildmile doyafidsazgniirsiasenauaasisus feugn
daganly
a. deFuldsutemnuudnzlinguadiusidaiugsiaiunensiiaoonn
miLsi’hiﬁﬁiﬂﬂ%qulﬁmﬁﬁmzaﬁmWiﬂiﬂﬁﬁgﬁumﬁﬁﬁﬁﬁ (Encryption)  uazn1siigau
#amu (Authentication)
msUszgndldlunsidisiadeya (Encryption) Wunsihdeyaiiavdsludediumn
dhsadenguaassuseaiu  uandeduldsudemnudundiazaensitaeanundie
nayuadiu Fsdiuldiiifiesuviduiitransononstaoonuild
nsUszendldlunisfigaufinu (Authentication) 1unisihdeyaiiffdadiosnisda

wnamenguIduiveds winhteyatudsludalsu daiSuagldnguaasnsusd

9 U

Jugsiaiuaensiaesnyn  {ufanunsoiliindennnutugnaanangdmuiuass o

LY

anansanensviatayalietignsios

Tof : msIansnuailavasady wee Tdnaualunisiisva waznensva
ety 2ansaszydldlaonisldsnfvanesiededidnnseting

doide  ldnalunsdiwazaensiadeutisunumsdedddnisAiuiaegwn
uazdedldszuuiatuayumsviam

8. nMsigardmulaenisldareitudiannsaiing (Digital Signature)

Humsthmdnnsvesmsiewesszuumadhsfauuuldgsianguaitents
figatiimunuszgndld ssuvuresaeduiinoaannsouiadudunouldsed

dlegldesnsazdstoyaludeliu  doyaduazgninludnilsitunandnemansd
Sunin wedendu lauawalaaas (Message Digest) ®anun

msldnauedudndnsfadeys  mnefeinddddasaneduidnes Buseniagli
AU A1HN30Y1INNINTINADUMIENEMAAT T VRIAL O NgRliInuvedale
nsnsaaeudeyagnadunIngdinuiiuaidlusudiu  Tnensihdeyaumuueyitandu

WeAumAERIlaad  uavnensiaaIeiudiannselndfienauaanssnEueds
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fansanenlaegrsgnies  sulunsBududeyannddinutuads  uazddeyawaale
wanlaannisaensiawiiuiuaagalanadlunsudumitnisawinls  azfiedideya
AINENITUYNADY

< A a ea o o LY o a '

anegudiannsetindfeuthluldlussuuinuanudasasielunisgiss Rudiu
szuvduwesiun Jslulagluiimevihgsnssunstudidnnseiindlasumnudenduegiunn
Tof : awsasvusadlata Jeaduteyagnuiluseninamsdsls vieanunsansivdeu
Toyalirunsuiluinviely

Jode : ldhalunisidiiaznensiadeudiiuy msgdedldnmsmuinegiain

9. Myngaddnulagldnisaiu-nau (zero-knowledge proofs)

& ac a XY v o Y v % i 1%

Juitmsiigaudmnulagldnisaiu-neu Wegldidunlussuuudy ssuvazuwilale
agdlsigldauiu Wuauilasveugralidunldssuuldass nsldverlduazsann Tu

Uagduilliifianuvaeadeiiivanadenisitnldszuu eawwnanuiiaying1n1sitnrvi

MAaNsziiunalnsyuusing q dundu vinlvivedlduas sviaiiu e1aasgndnasy

—9
v
=
) =
>~
e>2p

ndayaseninanisdeansiula

msfiagyliszuuiulaledn gl lussuugiududildsuoyginase duffe
SEUUALITNITANU-ADU  FIADULAEANMBUMATT ;ﬂ%ﬁ]mﬁuﬂua%ﬁwﬁmmL.Lazﬁwau%um

& | Yo acs & =~ o ° P v v X Y o = PN
e nUuazddliiuEses Bemnu-Ameungltasiavuun gldwiiuasduauingu
AnaUvDiazAIuNgnase  wasleldauty g wWhidssuuld  ssuvlzangudiany

O oA v & 1 v Ed | a v v v Y A ¥
wiantungldauny 9 adeuin ougldauiu 9 deunvzeeuliidrldszuulaase nslild
Y a Yo a 2 oA o a 1% Y v o fu o Ao

szuuliasaglasunistugeuisaliensneudneuigliney  Wuduiusiudmeunieylu
WB5nes

FBsfigaudnuisll Wuisnisidesldanuddualunisihunld Weswnszuuae
TdmsSeuinndeyanliiu  envsSenssuviildindunsthanuddng Al (Artificial
Intelligence) unla

Tof : ANNUADANEABUTINEGY INTIEAnNkAAInRUILIElY waz@snes
WINUUANTIU

doidy  : avuUseadudeuliegs  msizAuLazAnauIziliewly  uay
W@SWNBSYITUUNNG IV WaLANUTULTDUVDITEUULNLTUNIUAIURANNVDITEUU
Inslapealunisigarfianu(Authentication Protocol)

=

TuszvuinSetnsuuuilaveduwesiln  nsfigaidnutieldindunssuiung

Y

a v = ° d' A v Y] a Iy a
Susuaziinnuddgfianlunisundeansevielivaends Inslapealunisiigatdnu fe

Inslameanisdeansninszuiunisiigaumaunuegluyalnsinaea
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Inslapeandnveinisiigaisnuiiiedldegaunsnateuudumesidalutagiu  Useneuly

Secure Socket Layer (SSL)
Secure Shell (SSH)
Internet Security (IPSEC)
Kerberos
mMssnwanuiunsUaendoresszuuneniunes wio stuuedetienaufinmesidu

'
a

Aefiensaseviniduedieddlutiagtu mselanlugatiagiudulanuistoainas maifu
Snudeyalilaonsoiadudshdyiufanauareosdng  neasiiunisfiazeyn el
yanalayaranilsasainfedoyaiadudeiimssedase T wszdoyaursedisosynna
wazasdnsinnuddguas lianunsalamesoynnanieuants
nsfigaimuiadiniudAty ilesnimsityaralayananiaazidngssuuls
wwipdldumasensuiildsueygnness  nemsedeuvdngiudadutuseunsniouoyne
Tdgszuu msBudusnmudalmandudousnn  tufmneiaiaulasnssvestoyad
NTuUFE  83RnIAng o %éfmﬂizﬁwéqﬁ%ﬂﬂumiﬂﬂﬂaﬂ%’agaﬁﬁﬁﬁ’zy LAty
MIyngNIEL witsRemandemansenuilenanuan dnfufnnideyaldsunistestu
Sufieudfyeenedsonnudisaveceding izuuiumimaf\]aau;ﬂ%ﬂﬂuﬁﬁﬂizam%mw

4

Judsiiagseainnsanegngs  Ineiiegnangislndenldiulutagiu  daun1sidenisn

° v & v 2 adady v Y v & | a a v o | v
Ptz feaduisnlranusulaladuseed AMsNASUNTHaliieaAIEADg
anansaviaulaludagdumingy wiisNsAienITUUINWIANNUaEANELABIENNTA

MUl LUBUIARDNG I

e
—

— =
Sy
L = Access Switch
— ’
[ By
L J Core/DustrﬂJte Swiitdh
Internet e
Authentication Cateway ‘ :
chillispot = 5 :_;-\J
freeradius L s
Ly A Access Switch
syslog-ng Centralized Log
ntp
dhep [
proxy N P
firewall Access Switch

AT 2-2 LEUANSTUUIAS R R RN WS TiRnd e LS AT aUnTal

Authentication Gateway

2.4 9UIeNNYIVD4
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WA Fadumana  (2537)  msinwianulaensduvestaamensidnsiaduny
1RSI EDS(Data Ekncyption Standard) #iilvasluniadisiaia 4 Tvum Ae ECB
(Electronic Codebook), CBC (Cipher Block Chaining), CFB (Cipher Feedback) waz OFB
(Output Feedbackflumdaiiieatu ausarlnunazdnuentanfivnzdmivrinvesdieya
7 wansnefy  warddldinauetiusertemuiiseinisamaileulnd(File Registration)
rou tetestudoyagnudlaluvasiigniivey Tuiilifinsmuqunisdnds TasTsdasgasa
sasusesenu(Authentication Code) anlwesifindununisasisanmauindvinlid
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¥
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wunslvalaviatenie  Jelafinsiaueisuntemiunnen  wu  Aradiom  SolidPass
AuthAnvil, FiveBarGate, RSA SecurlD 71i21de “User Possession” s bUdntadenils
1 <@ 1 ¥ % 1 v a 1 1 a v d’l =€
aglsiony  msunlgymanudeiauediingry dallyegdeusgvateusents Tuandded 3
TATIRseuRinay  wazlasanuuunienimulusunsy  Buidymilui  egende
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walulagivwesiauaziaydud wievhlinssuiunistududmnuluivueundinduidu Tng
TonstududinumeUalzassdnuuz SINAUMATANTYINNELAZADUAUDY (challenge-

respond) kag HOTP vilvwniAalunisuitaviuuulv duszansnagenin dsuuignnd

WaLd18NINIUNITAARI LTI
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doya wmrvenedeidnanuassidunsdifinu wanalsznsddglunisiamnssuy
ansmadinun  Weifiveuanmnsolumshenddtussuy RADIUS  anideilldfnwuay
WALNTZUUAUMANNIST8Y System Development Life Cycle (SDLC) iiefizdnii
TUsunTuAULUUTBSTE U RADIUS 1.6 iilefiesifindn anuannsalunsyhauiilifieglu
Livingston RADIUS 1.6 usifumnuanansadl sndudesldlusmiiiedestugliuing
Suwedidn Tumsiaunssuy fnanidusznoudeniafununadoyansinumsujos
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3.1 SuldBunIs
dAnwldfinmsaouaugiiAnadesiuszuuny Tushunudeansssuuauves
fldauszuu Feldvinisedounis feil
3.1.1 maw3sendangunsal
3.1.1.1 peuIwasharaunsnisng 9
1) 1p3osneuiiamnes PC
2) \n3BanoNaMDS Notebook
3) \nFesiiu
4) wifi
3.1.1.2 gavlaus
1) szuuUfiAns Linux

2) TUsunsusEuun1sdnnisgIutaya MySQL
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wHURaNsINsEUUNUGNnldulutgtuve ey



— — — —
—_ L = —
(=
R -2 e’ S-'
DHCP Server Radius :-:‘g Slaor:(:;e Network Time Server
s,
Server farms
— —

Acce;s_ s:it-ch

e
—_— e

— —

- -

= —_— -

Core/Distribite Switgh

Internet Fi i
e Authentication Gateway
i
EI Access Switch
= il

Access Switch

Pro Server e ﬁ E‘
» 2 T
e

r

AN 3-1 WNUNTNTEUULATETBABNTINOTUBINBULAEVE U
denumindeyaseusesudimihdayaundanseyilidussuuwasinszimaiy

Wululalun1saniinszuu 1ngeenkuuTsuuaIuanad

e
—

Pz e b S Access Switch
= i
[ Core/Distriblite Switdh
Internet e i
Authentication Gateway o
chillispot =
freeradius . R
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3.3 N13AAA9TEUUURUANIT Linux Server CentOS 6.3

Welcome to Cent0S 6.3!

[nstall or upgrade an existing system
Install system with basic video driver
Rescue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

CentOS 6

Community ENTerprise Operating System

A 3-3 1dan Install or Upgrade existing system options.

Jelcome to CentOS for i386

Disc Found

To begin testing the media before
ingtallation press OK.

Choose Skip to skip the media test
and start the installation.

L =Tabh> between elements |



AT 3-4 Fen Skip media test

CentOS6 @

Community ENTerprise Operating System

| wpnext

mwf/‘i 3-5 Lﬁwﬁmauam CentOS 6.3 Welcome Screen nm Next

What language wauld you like [0 use during the
installation process?

Arabic {as_sall}

Assamese (5=

Beng;al [CIEL ]

Bengalilindial [ae=r (=ww )
Bulganian [Exnrapcka)

Catalan (Catala)
Chinese{Simplified) (F32 (R )
Chinese{Traditional] (4137 [E8RY )
Croatian [Hrvatski)

Crach (Cadting)

Danish (Dansk)

Dutch (Nederands)

Estonian (eesti kesl)

Finnish {suomi)
French (Frangais]
Gemman [Deutsch)
Gresk (EAAnuLEd)
Gujarati (wadl)
Hebrew [now)
Hindi {f#=
Hungarian (Magyar]
Icelandic {(oelandic]
oo {Ihoko)
Indonesian (Indonesia)

*ﬁﬂlk
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AT 3-6 L1a9n Language

Select the appropriate keyboard lor
the system,

LET

Italian (IBM)

Italian {it2]
|apanese

Kosean

Latin American
Macedanian
Norwegian

Podish

Postuguese
RodTianian

Fussian

Sesolan

Serbian (latin)
Slovak (gqwerty)
Slovenian

Spanish

Swedish

Swizs French

Swiss French [latinl)
Swiss German
Swiss German [latinl)
kTurkish
s ——
1.5, International
Ulkrainian

United Kingdam

)

A 3-7 WFeon Appropriate Keyboard

What type of devices will your installation involve?

i Basic Storage Devices
@ Instats or upgrades 1o typica lypes of starage devies. I yeuTe not sure which sptian s Tight for you,
this Is probably it

__ Specialized Storage Devices
0 Instaks or upgrades to enterprise devices such as Storage Area Networks (SANc). This option will allow
YOU 10 adkd FCOE [ ISCSI/ 2FCP disks and to fiter out devices the instalie: should ignare.

RIan

AT 3-8 LGan Basic Storage Device
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Storage Device Warning

& The storage device below may contain data.

ATA VBOX HARDDISK
— 8192.0MB pci-0000:00:0d.0-5csi-0:0:0:0

We could not detect partitions or filesystems on this device,
This could be because the device is blank, unpartitioned, or virtual, If
not, there may be data on the device that can not be recovered if you use it

in this installation. We can remove the device from this installation to
protect the data

Are you sure this device does not contain valuable data?
¥ Apply my cholce to all devices with undetected partitions or filesystems

yes, discard any data No, keep any data |

@Back | | wpNext

AT 3-9 01199 Storage Device Warning @131150na Yes Lia7id Data wiaduiiefngdsie

Please name this computer. The
SEa hestname identifies the computer on a

network,

Hostname: |

Configure Network

4| Back e Next

i 3-10 Td%e Hostname Wiy Server wag na Configure Network 61AMABINITAIAT



Network UuzFnes

Please name this computer, The
[&lz hestname identifies the computer on a
T network.

Hostname: |

Network Connections

= Wired | & L Mabile ® VPN & DSL
Name Last Used Add
System eth0 eyer
Close

AWl 3-11 na Wired tab uaz nat Add

Please name this computer. The
hestname identifies the computer on a
© nEnwOr.

=E

Hostname: |

Cannection name: | Wired connection 1
] & connect automatically
H - F s — — - -
|| viced, [ 8021 Security | IPv4 Settings | 1VG Settings |

~
=

I} Method: [ mManua

Addresses
Address Metmask  Gateway || add

13218816 24
Delete

DHSservers:  [4.2.22] |
Search domains: [ ]

& Require [Pv4 addressing for this connection to complete
| Boutes... |

[ swailable to all users Cancel || mpply |

[
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A 3-12 1dan Connect Automatically, ne IPv4 Settings wazidan Method 1
Manual ns Add Lﬁ@l?i Address box A28 IP Address, Netmask, Gateway oy
DNS Server fnog1atiu L5714 IP Address 192.168.1.6 wag DNS Server 1Uu

4.2.2.2 @5UAI0814

Please select the nearest city in your time zone:

Selected city: Kolkata, Asia

Asla/Kolkata

¥ System clock uses UTC
N 4 Back | wp Next

A9 3-13 L1@en Timezone

The roat account is used for administenng

a the system. Enter a passwond for the noat
User

ROt PASSWOrd: [« «s

Canfirm: |awnan |

4m Back e Next



AT 3-14 1d root password

Which type of installation would you like?

Use All Space
oE Removis all partilions on the sélected devicais] This incudes panilions crestied By olfed operaling

systems,

“na

Tips This option wil remove data from the selecied deviceis). Make sure you have backups.

Replace Existing Linux System(s]
= Bamoves anly Limux parttions (created from & pravious Urue instalistion], This does not remave other

partitions you may have on your storage devicels] (such as VST or FATIZ)

Tipz This option wil remove data from the seleced deviceish. Make sure you have backups.

" Shrink Current System

H l‘= E

[ Encrypt system

Shfinks exisUreg partitors o oreate free Space for the default ayout

Use Free Space
Retsire your curment dsts and partiions and uses anly the unparttioned space on the selected device
451, assuming you have enough free space available.

Create Custom
Marealy creabe your omn cUSIDm layout on the selected device|s) using cur partiioning tool. |

) Reyjiew and modfy partitioning layout

Davice
= LwM Volume Groups
= wg_tecmint
Iv_reot
Iw_swap
= Hard Drives
= sda
sdal
sdal

dugack | | wpnent |

AN 3-15 L3aNNN5ANAIAaIUL Hard Disk ANu@aIns

Size  Mount Palnt/

(MB) RAIDfvolUmE pa Forgt
ToEd

5672 extd vy

2016 SWap v
500 jboot extd v
TESL wg _tecrmint | physical volume ([LVM) -

| Create | e |

o

25
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AT 3-16 STUUILYINUATIVEBU File System. 151@1unsaunlanuiinesnisia

Please Select A Device

Size  Mount Point!

Device {MB) RAIDyVolume Type Format

= LM Vaolume Groups

= g tecmint 7o
In_rmsat 5672 | axtd v
Iv_swap 2016 Swap v
= Hard Drives
= sda The fallowing pre-existing devices have been selected ta be
sdal 500 fboct |4 formatted, destraying all data.
sda2 TES] wg_bec Joevsda pantition table (M5D05)
1
Cancel Eoernat
Creale Reset
4| Back et
a
AN 3-17 Disk Format Warning nn Format
Please Select A Device
Size Mount Pointy
Device (148) RAIDjVoIume YPe Format
Writing storage configuration to disk
The partitioning options you have selected will
now be written to disk. Any data on deleted or
reformatted partitions will be lost
T amck_ { ![nte r.ha;‘ges to dl;k
13
Create Reget
4 Back | wp Next

A il 3-18 1dan Write Changes to disk

26



Please Select A Device

" Size  Mount Point!
Device (14p) RaID/VDlume YPE Format

Creating ext4 filesystem on /dev/sdal

| |

Create Reset

mBack wp Next

ATWH 3-19 Hard Drive ﬁ’lfﬁgﬂ Format

1 Install boot loader on (dewisda. | Change device

[ Use a baot losder passward

Boot loader operating system list
Default Label ' Device feld

&  CentOS /dev/mapper/vg_tecmint-lv_moot Eait

4mBack | | mphext |

¥

AT 3-20 faN@11NTalY Boot loader Password e Security ATy

27
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The default installation of Cent05 is a minimurm install. You can optionally select &
differant Set of Software naw,

O Desktog

) Mirimal Desktop
) Mindrnal

& Basic Server

) Database Server

G Web Server

) Virtual Host
) Saftware Development Workstation

Please select any additional repositories that you want o use for software installation.
W CentDS

== Add additional softwane repositories = Modify repasitary

wou can further customize the software selection now, or after install via the softwane
management application,

O Customize |ater W Customize now

s

2V

2N 3-21 1den Application NABIN1TAAGIEINNTALEDN Customize now waznm Next

Appicaions '

Base System | . 3 7 Graphics Creation Tools
Databases . @ O Internet Applications
Desktops | - [0 Internet Browser
Development | [l Office Suite and Productivity
High Availability | [ TeX support
Languages | LA Technical Writing

Load Balancer

Resilient Storage |

Servers = |

System Management =

Virtualization |

Web Services |

T PP A

The G Emacs extersible, custormizable, text editor.

Dptional packagas

i 4mBack e Next

AN 3-22 1dan Applications Ll31soIn1sAnAILarnA Next
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CentOS 6 %

Community ENTerprise Operating System

Packages completed: 413 of 1008

Installing urw-fonts-2.4-10.el6.noarch (4 MB)
Free versions of the 35 standard PostScript fonts

v

WA 3-23 MIFAFIRLIEUAY LIANAUBYTUIAAAY packages untoeitle

Congratulations, your Cent05 installation is complete,

E Please reboot to use the installed system, Nobe that updates may be available to ensure the proper
functioning of your system and installation of these updates is recommended after the reboot

ﬂ Reboal,

AN 3-24 Wan1TRAnduasady vinn1sin CD/DVD eanwaznm Reboot



va

o =

%

CentOs release 6.3 (Final)

Other

Usemame: |roof

Cancel

8 A\ Mon 1:54 AM

(&

A0l 3-25 Welcome to CentOS 6.3 Login Screen.

+® Applications Places System e £ o - Mon Jul 16, 01:55 root

AT 3-26 CentOS 6.3 Desktop Screen.

30
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NSANNITZUU

4.1 JUNBUNISANAITSUU

dloniunudeyaiseuieaudiimihdeyamndansevililuszuuuasdnszimany

Wululalun1s9avinseuy muwkulIseuuuaad

e
—
— —

G, i Access Switch
| = — =

| o= e i

‘ ‘ Core/Disiri‘b%t; Switdh
¥ s =g

Internet ]
Authentication Gateway | :“
chillispot o
freeradius L5

: ~ == | Access Switch
syslog-ng Centralized Log

ntp

dhep 2 ﬁ
proxy =

firewall Access Switch

' [ '
aa U Y L3

AWl 4-1 wwunwszuuIetReu e Rndme NS AfgUnsal
Authentication Gateway

4.2 msAnnalusunsudngg luedes PC fiindsszuutfinngs Linux

fusunsusnee sl

- msdnsalusunsy httpd

- msAndalusunsy freeradius

- nsAadalUseAse mysql

- msRndauswnsy squid

sleRadadusunsusneg @saiseudesfiazinns confie lusunsuitelfusunsuviany
TYavlduAYeIteLANILIY

FaN135ARFaazn1T config LUSLATURTUADY WARIAININ Fail



[root@dhop160 ~J# yum install hitpd

Package Arch Wersion Repositony Size
Updating:
htipd 386 226-1fc6  updates 10M

Transaction Summary

Completel
[root@dhep160 ~J# yum install httpd-manual

Package Arch Wersion Repository Size
lInstalling:
hitpd-manual 1386 226-1fc6  updates 812 Kk

Transaction Summary

Completel
[root@dhcp160 ~]# yum install mod_ss

Package Arch Yersion Repositony Size
lInstalling:

mod_ssl i386 1:2.2.6-1 fc6 updates 84 k
linstalling for dependencies:

distcache i386 1.4.5-14.1 base 120 k

Transaction Summary

Completel
[root@dhcplen ~]#

AT 4-2 N5RAGIlUSWASY httpd

[rooti@dhcp160 ~J# service hitpd start
Starting hitpd: [ OK ]
[toot@dheplsed ~]14§#

AW 4-3 FET httpd vhau
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[root@dhcp160 ~J# yum install freeradius

Package Arch Yersion Repositony Size
linstalling:

freeradius i386 1.1.7-31.fc6 updates 12M
linstalling for dependencies:

Im_sensors i386 2101-1.fcé wupdates 506 k

net-snmp i386 1:53.1-15fcE updates 695 k

net-snmp-utils i386 1:53.1-15.0c6 updates 179k

perl-DEI i386 1.52-1 fcG base 605 k

Transaction Summary

linstall 5 Package(s)
Update 0 Packageis)
Remove 0 Package(s)

Total download size: 2.1 M
I= this ok [ywM]: v
Downloading Packages:

Completel

[root@dhop160 ~J# chkconfig radiusd on
[root@dhcp160 ~J# service radiusd start

radiusd is stopped

Starting RADIUS server: [ OK ]
[root@dhcp160 ~#

AN 4-4 N5ARRIlUSHNSY freeradius

[root@dheplsl ~]4# adduser chilli
[root@dheplel ~]1# passwd chilli

Changing password for ussr chilli.

Mew UMNIX password:

EAD PASSWORD: it iz too simplistic/evetematic

Fetype new UNIX pasaword:

[root@dheplsl ~1#

pazawd: all authentication tokens updated successfully.

AN 4-5 AMdmadeu authentication 1agld username/password U89 unix

35



[root@dheoplsl ~]# radteat chilli abedl234 localhost O testinglz23
Sending Accesa-Requeat of id 232 to 127.0.0.1 port 1812
Uzer-Hams = "chilli"
Uzer-Pasaword = "abodlazan
MAS-IP-Address = 255.255.255.2EE
MAS-Port = 0
Fe-zending Accesa-Request of id 232 to 127.0.0.1 port 1812
Uzer-Hame = "chilli"
User-Password = "abodl23gn
MAS-IP-Address = 255.255.255.2EE
MAS-Port = 0
rad recw: Acceas-Reject packet from host 127.0.0.1:1812, id=23Z, length=20
[root@dheplel -]

il 4-6 neaauszuulagldiFds radtest chilli abcd1234 localhost 0 testing123

[roct@dhcp220 ~J# yum install mysql

Package Arch Wersion Reposiiony Size
lInstalling:
mysql 1386 5.0271fc6  updates 33IM

Transaction Summary

Completel

[roct@dhcp220 ~J# yum install mysgl-server

Package Arch “ersion Repository Size
lInstalling:

mysql-server i386 50271fc6 updates 10M
lInstalling for dependencies:

perl-DBD-MySCL i386  3.0007-1fc6 hase 147 k

Transaction Summary

AN 4-7 N13ARAILUILNTY mysql
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[root@dhop220 ~J# service mysgld start
Initializing MySQL database: Installing all prepared tables
Fill help tables

ITo start mysgld at boot ime you have to copy suppori-files/mysgl server
o the right place for your system

FLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !
ITo do so, start the server, then issue the following commands:
Vusr'hinfmysgladmin -u root password ‘new-password'

Vusr/bin/mysgladmin -u root -h dhep220.co.psu.ac.th password ‘new-password'
See the manual for more instructions.

IYou can start the MySQL daemon with:
cd fusr ; fusthinfmysgld_safe &

IYou can test the MySQL daemon with the benchmarks in the "sql-bench’ directony:
cd sgl-bench ; perl run-all-tests

Please report any problems with the fusnbin/mysglbug script!

IThe latest information about MySQL is available on the web at

hittp: ffwww . mysgl.com

Support MySQL by buying supportflicenses at hitpaf'shop.mysql.com
[ OK]

Starting MySQL: [ OK 1

[root@dhop220 ~J#

AN 4-8 AESIT mysql vi9u

tayadwmiuldlunmsnageu (Gyad 151@v5de : 2553)
INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES (fredf, 'Password,
'==" 'wilma");
INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES (‘fredf, 'Max-Daily-
Session', =", '10800";
INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES (‘fredf', 'Max-All-
Session', :=', '324000");
INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('‘barney’, 'Password',
'==' 'betty");
INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('barney’, '"Max-Daily-
Session', =", '10800";
INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('dialrouter’,

'Password’, '==', 'dialup;
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INSERT INTO radcheck (UserName, Attribute, Op, Value) VALUES ('dialrouter’, '"Max-
Monthly-Session', ":=', '324000";
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (‘fredf, 'ldle-Timeout',
=", '1800",
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (‘fredf', 'Session-
Timeout', =", '3600";
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (‘fredf, "WISPr-
Bandwidth-Max-Down', :=', '56000");
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (fredf', "WISPr-
Bandwidth-Max-Up', ":=', '33400"),
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (‘barney, 'ldle-
Timeout', ":=', '1800";
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (‘barney’, 'Session-
Timeout', =, '3600";
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES (‘dialrouter’, 'Idle-
Timeout', ":=', '900";
INSERT INTO radreply (UserName, Attribute, Op, Value) VALUES ('dialrouter’, 'Session-
Timeout', =", '1800");
INSERT INTO usergroup (UserName, GroupName) VALUES (fredf', 'dynamic’);
INSERT INTO usergroup (UserName, GroupName) VALUES (‘barney’, 'static);
INSERT INTO usergroup (UserName, GroupName) VALUES ('dialrouter’, 'netdial’);
INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES ('dynamic,
'Auth-Type', ":=', 'Local);
INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES (‘dynamic,
'Simultaneous-Use', =", '1");
INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES ('static’, 'Auth-
Type', =", 'Local);
INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES ('static’,
'Simultaneous-Use', =", '1");
INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES ('netdial,

'Auth-Type', =", 'Local),



INSERT INTO radgroupcheck (GroupName, Attribute, Op, Value) VALUES ('netdial,

'Simultaneous-Use', =", '1");

INSERT INTO radgroupreply (GroupName, Attribute, Op, Value) VALUES (‘'dynamic,

‘Service-Type', =, 'Login-User"),
INSERT INTO radgroupreply (GroupName, Attribute, Op, Value) VALUES ('static,
‘Service-Type', =, 'Login-User"),

INSERT INTO radgroupreply (GroupName, Attribute, Op, Value) VALUES ('netdial,

'Service-Type', =", 'Login-User");

[root@dhcp220 ~1# yum inatall sguid

Inatalling:

aquid i385 7:2.6.5TABLE13-1.fce updates 1.2
Tnatalling for dependenciea:

perl -URT noarch 1.358-3 base 116 k

Transaction Summary

Complete !

[root@dhep220 -1

AR 4-9 NM15ARAILUIIATN squid
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A58 User Name & Password

~ ] http:/10.0.1. nelcome. html

RIEES o

e Edt Ven Favwites Ioos e @ sooctt ' o« -
— _ ,

o [gxwelmmemour Hotspot, Wireless Network, l ] fd v B v & v [5hpage - G 1oos -

TESTING ONLY
=
hillispot
Welcome to Our Hotspot, Wireless Network.

You are connected to an authentication and restricted network access point.

Click here to login

Enjoy.

18 My Documents Ourroepe /2 Oniine time:

2 Certihcate &

Ele Eit Ven Fawoits Ioos tep © snaort 1! o« -
e - — —_——— - - R
* & [@cmﬁcae Error: Navigation Blocked l I f v B v o v [rpage » GiTook v

‘@ There is a problem with this website's security certificate

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,

We recommend that you close this webpage and do not continue to this website.

© Click here to dlose th

webpage.
® Continue to this website (not recommended).

® More information

*% Network Connections. & My Documents

[~ Certificate Error: Nav.

B <Y 7rod

A9 n-2 Aan7 Continue to this website Litevinn1sld user name & password
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w o [@ch‘lhsmuugm l I B~ B - @ - oo - @ Toos -

ChilliSpot Login

Usemname: |
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